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WEMORANDUM TO THE DIRECTOR OF CEATRAL INTELLIGENCE

SUBJECTs .  Report on Status of Gyaratianal‘ﬁecurity

1. I feel that the continuing responsibilities of the I&S Staffl
for advice to you on formulstion of sscurity polliey require a brief
‘report on the current status of ¥Operatlonal Security®. The Opera- -
- tional Beeurity of CIA is deterioratisyg rapldly. I belleve that im- -
.medinte remedisl aclion is reguired.

2. While the Personnel, Physical, and Information Security of

the Agency continues to improve and may be considerad exvellent, sound

Oporational Security is gained through cowmand chennels and can be

attained only Af all operations recelve cureful overall coordination.

and control in both the planning and implementation phases.

3, Examples of the lack of this overall eontrol,'as it effects
security, may be ocited ss followss o - '

a. Yo coordination in planning mor in exscution betwsen
- elandestine intelligence projects {080} and clandestine opera-
i’ tional projecte (OPC); which is in some casas tending to con-
© promise both.

. b. Confused and:uultiple overlap between 0S0, OPC, and 00/¢
in approaching and dealing with intelligence sources--such as

aliens, agents, consultants, and foreign agencies, which is tending

to.threaten or "blow® sources or to make such persons too familiar
with our opsratlion.

c. Grave dangers arising when overall‘pmlicies are lacking

in the estnblishment of cover in boith the training snd field phases,

and the transition of individuals through various types of covers

4. While CE responsibility has been given Yo one Assisﬁant '
Director, it is difficult to implement due to the necessity of lm-
pressing CE controls and guidance on parallel offices.

2« There is & need for bett:r intra-CIA operational pro-
cedure in the working relationships beiween the collectors of .
clandestine intelligence and the producers of finished intel-
ligence., While Operationsal Security demands a csrtaln aunount
of isolation one from the other, - overall security is weakenéd by
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the lack of guidance from one category of intelligence operations
to the other; such as sound reguiremsnts to collectors and on the
other h:nd sound CF guidance to evaluators and producerse

4e I realize that higher suthority has prevented you from centra1~
izing clandesatine operationa., Howaver, pending decision as lo ths extent
of your authority over OPC snd in view of the threatoned compromise to the
security of the whole clandestine effort, I believe your legal responsibility
for protection of sources permite you to adopt certain positive controls.

RECOMENDATIONS s

I thorefore recommend that you astivate in the Diavctorfs ffice
an Operations Control Staff. This staff should be composed of three
senior Intelligence Officiuls, plus necessary oinlmum assistauls.
These officials should be arbitrarily chosen from precsent Chiefs of .
Area Branches in order to insure the highest guslified perscns avaxlahla.~v
I would suggest selecting oune each from CS0Q, OPC, and Clib.

The funciions of the Operations Ccntrol Staff would be to exerclse
in your name the broad control and ccordination necessary to avoid the
conditions mentionsd sbove. It would inswre that clandestine operstions

- of alL«mypas-would be'kapﬁ ab a high degree of security end efficiencys

" SHEFFLELD EDRARDS
Colonel, GSC
. Ghief, Inspaction and ﬁacurity Stafz
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